
Defense Designed for 
Advanced Threats

SECURITY 
UNCOMPROMISED



Advanced Threats Bypass Traditional Defenses

70% DARKSPACE
Attackers bypass defenses and have free rein

If you were compromised, how would you know?
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67% ENCRYPTED TRAFFIC
Malicious traffic is often encrypted

56 DAYS OF DWELL TIME
Median before attackers are found

72% DESTRUCTION OF LOGS
Attackers easily cover their tracks



Opening
INITIAL
INTRUSION

Midgame
POST-COMPROMISE

Endgame
EXTORTION

Phishing 
CVE
IAB
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Target 
Enumeration

Command 
& Control

Data 
Staging

Extortion prevented.
Enterprise defended.
Customers protected.

Lateral 
Movement

Domain 
Escalation

EXPLOIT THE IT 
INFRASTRUCTURE

Intruder evades 
traditional strategies
- Phishing training 
- Access control
- EDR

Reveal(x) 360 detects intruder’s 
activity on the network 

Defender mitigates ransomware with 
Reveal(x) 360 without shutting down 
the network

Stop Ransomware in the Midgame. 

Prevent Real Damage. Reduce the Blast Radius. 



Gartner's Security Operations Center (SOC) Visibility Triad - Damage Prevention Efficacy 

EDR/NGAV SIEM ExtraHop

DATA 
SOURCE

Host: Files, 
Processes, 
Registries

Logs Network

OPENING

MIDGAME

ENDGAME"seeks to significantly reduce the chance that 
the attacker will operate on your network long 
enough to accomplish their goals."                   “ ANTON CHUVAKIN

Then: VP ANALYST, GARTNER RESEARCH
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Ransomware as a Service (RaaS): DarkSide, REvil, Dharma, LockBit, etc
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Without Decryption, You are Blind to 60% of the Most 
Exploited Network Vulnerabilities

CVE Number Vendor Type Exploitable via encrypted channel

CVE-2019-19781 Citrix Code Execution Yes

CVE 2018-13379 Fortinet Path Traversal Yes

CVE 2020-5902 F5 BIG-IP RCE Yes

CVE 2020-15505 MobileIron RCE Yes

CVE-2019-11580 Atlassian RCE Yes

CVE-2019-0604 Microsoft Sharepoint RCE Yes

CVE-2021-26855 - ProxyLogon Microsoft Exchange RCE Yes

CVE-2021-22893 Pulse Secure Authentication Bypass Yes

CVE-2021-21985 VMWare vCenter RCE Yes

CVE-2020-1472 - ZeroLogon Microsoft Active Directory Privilege Escalation No

CVE-2021-34527 - PrintNightmare Microsoft Windows RCE Yes

Joint Cybersecurity Advisory FBI, CISA, UK NCSC, Australian USC

https://us-cert.cisa.gov/sites/default/files/publications/AA21-209A_Joint_CSA%20Top%20Routinely%20Exploited%20Vulnerabilities.pdf
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Strategic Decryption Exposes Advanced Threats

Client

Server

Reveal(x)

Traffic Mirror

Challenges
Decryption of all traffic is impractical

● Browsers do not share PFS keys

● Malware often implements custom keys

● BYOD/IOT devices often have vendor 
keys

● The most common infection vector 
remains email

The Solution
Strategic Out-of-Band Decryption

● Decrypt traffic to and from public facing 
servers

● Decrypt traffic interacting with internal 
servers and services

● Decrypt Microsoft authentication and 
application protocols

○ detect Living-off-the-Land attacks

○ privilege escalation

○ data theft 

Full Stream 
Reassembly

Out of band 
decryption 

Comprehensive 
protocol parsing High Fidelity Detections



Enterprise-Level Integrations and Response

8

DETECTION & RESPONSE

INGEST CORRELATE RESPOND

Fully Automated Augmented Workflows
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SOC / NOC Integration

NTA for NOC
Network Traffic Analysis

NDR for SOC
Network Detection & Response

incl.

improve threat response times by 84%
and troubleshoot downtime 90% faster

up to 90 Day Lookback
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Richard Wieneke

richardw@extrahop.com

Thank You


